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Introduction

▶ The preparation of data from the National Population and Housing Census conducted in
2021 in the form of hypercubes (specific multi-dimensional tables) not only meets the needs
of potential users of statistical data but also meets the requirement to supply the resources
of the Statistical Office of the European Union (Eurostat), specified in the relevant legal
regulations of the European Commission.

▶ Due to the significant detail of the information contained in hypercubes developed according
to EU assumptions, it was necessary to use the Statistical Disclosure Control (SDC) methods
aimed at effectively protecting statistical confidentiality by minimizing the risk of identifying
an entity while maximizing the usefulness of the shared data.
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Hypercubes



6

Hypercubes

▶ total population – persons (103)
▶ private households (3)
▶ families (3)
▶ conventional dwellings (2)


119 hybercubes

▶ occupied conventional dwellings (7)
▶ living quarters (1)
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Hypercubes

Hypercube group 1 „Marital status of people in households”

GEO.N – Place of usual residence
SEX – Sex
AGE.H – Age
LMS.H – Legal marital status
HST.H – Household status
FST.H – Family status
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Hypercubes

Hierarchy of the AGE variable

total
AGE.I.: under 15 years

AGE.M.: under 5 years
AGE.H.: under 1 year
..

..
..
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Cell Key Method
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Cell Key Method
Procedure

1. Assign each record a random number (record key – Rkey).
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Cell Key Method
Procedure

2. Create a frequency table. For each cell, sum record keys and take the modulo
to get the cell key.
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Cell Key Method
Procedure

3. Set the parameters.
▶ D – perturbation parameter for maximum noise (scalar integer)
▶ V – perturbation parameter for variance (scalar double)
▶ js – threshold value for blocking of small frequencies (i.e. the perturbation will not produce

positive cell values that are equal to or smaller than the threshold value). (scalar integer)
▶ pstay – optional parameter to set the probability (0 < p < 1) of an original frequency

to remain unperturbed: NA (default) no preset probability (i.e. produces the maximum
entropy solution)
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Cell Key Method
Procedure

4. Use perturbation table to get perturbation value from cell value and cell key
(D = 8, V = 3, js = 2, pstay = NA).
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Cell Key Method
Procedure

5. Apply the chosen perturbation to the cell.
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Cell Key Method
Properties

Consistency (+)
If a particular cell appears in more than one table, it is always perturbed in the same way.

Non-additivity (-)
Since noise is applied independently to inner and marginal aggregates, those often do not add
up exactly.
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Results
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Results

Set of parameters:

▶ D ∈ {8, ?, ?, ?}
▶ V ∈ {3, ?}
▶ js = 2

 32 sets

▶ pstay ∈ {NA, ?, ?, ?}

To discourage attempts of inferring true values, the central parameters (here: noise variance V
and noise maximum D) are generally not published.
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Results

R packages:

▶ cellKey: Consistent Perturbation of Statistical Frequency- And Magnitude Tables
▶ ptable: Generation of Perturbation Tables for the Cell-Key Method
▶ sdcHierarchies: Create and (Interactively) Modify Nested Hierarchies
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Results

Distribution of absolute noise values
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